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Legend for the following tables
1. [CIT] One group of scenarios adopting a citizen-centred view, presenting (snapshots of)
daily activities in living and working in the context of a future Internet enabled society. Such
activities could reflect, for example, two complementary dimensions, namely: "I, in my home
environment"; and, "I, mobile and my space moving with me".
2. [BUS] A second group of scenarios adopting a business-centred view: what is it for
companies or for individuals to make business in the context of future Internet enabled
environments?
In addition, each of these two groups of scenarios should be reflecting two different time
perspectives:
(@) an incremental perspective (ie adopting an approach of incremental / evolutionary
technology development with regard to today's situation and state of the art)
(b) a visionary perspective (ie adopting a thinking that is based on a visionary approach
(likely longer term), not necessarily in continuity with regard to the incremental perspective
above; such thinking may also integrate a likely disruptive technology evolution potential)

The above are summarised as follows:

Scenario Nr Incremental (Evolutionary) Visionary

[CIT]: Centred on the Citizen | [CIT-INC]:  adopting an | [CIT-VIS]: adopting a
(living and working with the | incremental / evolutionary | thinking based on a visionary

F.I.) technology development | approach, integrating also
approach disruptive technology
evolution potential
[BUS]: Doing Business by | [BUS-INC] ... [BUS-VIS] ...
using the F.I.
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1. ICT Infrastructure Scenario: incorporates BUS-VIS and BUS-INC

Incremental

Citizen-centric

Business-centric

Visionary

Scenario Description

Functional Description

By 2015, we have reached the tipping point in thate ICT is provisioned as a servi
in the cloud than is operated by business andmigerthemselves, and the advanta

of cost reduction, automation, flexibility, and fstio OpEx is driving the rest in thatglobal market for service centric ICT, how to emsinteroperability and

direction. While not radically different in functidrom where we are now in 2009, t
big shift has been in the provision of ICT to av&mr model.

Pressure on costs, opportunities to outsourceinganebsed provision of ICT as a serv

cén a world of shared capacity, we are unable taiengvery user get
g&80% availability (no ‘brownouts’, and no unpredictability). In

heervice level management to meet customer SLA ¢apecs when
services are aggregated from different IT and Nstweservice
Cgroviders?

e

S
a

-

BUS-INC

drives ICT users to buy ICT as an operational expg/OpEX) not a capital expe
(CapEXx). ICT formerly purchased as capital equignaed which was operated by IC
staff employed by corporations becomes an on desamite on the Internet.

A server (or multitudes) is purchased or rentea Besource from a service provider. T g

software formerly purchased as expensive licensgbs picey support contracts
available as a service and paid by the slice. Aldate (consisting of a few megabytes

Tin a world of shared service infrastructure, hovetsure that ICT use
get the same levels of confidence in informatiootgetion in sharec
nipfrastructure that they had when they owned itrtbelves? This applie
i both the trustworthiness of the service proviaied the separation ¢
. [pdividual customers’ information.

%]

= 0

-

BUS-INC

a few terabytes) is available from a database crprovider. At the same tim
computation and storage on demands means that ggigsainstream enabling hig
value industry to perform complex analytic compotat in every sphere from energy
environment to manufacturing.

Whilst it is easy to imagine a successful and thgvICT services market, son
alternative outcomes are also possible. After atalinperiod of investment an
competition a combination of Moore’s law and thalisation that computation arj
storage are an undifferentiated commaodity drivegxridown in a race to the botto
Integrated ICT service providers fail to investnteet the Enterprise grade-SLA’s th
business customers expect, yet business ICT usder gompetitive pressure can

PFrom the ICT Infrastructure perspective, the Futimgernet has §
Tmassive proliferation of nomadic, mobile and wissl@levices, togethe
®uith virtual entities such as virtual private netk® overlay networks
and cloud computing. It will no longer be possilite define exact
eboundaries for their security or to armour-plateergv component
0 Instead, entities will require a capability for raging and negotiatin
cheir trust relationships at a more localised leaet helping users mak
Mnformed decisions about which information, netwgrkservices
adystems, organisations and other users with whigy tinteract are
N@ustworthy.

=

BUS-VIS

longer afford to make the private investments regsto ensure business |
continuity, leading to dissatisfaction.

Finally, as it is possible that an alternative gegpeer market for ICT capacity emerg
mirroring private and semi-private green energyegation, companies can sell-
capacity to third parties on a spot market. Thiy exen extends to private individug

t Concerns over information security in many indestior countries prever
in using shared services. For instance, a Europet@nprise is subject to
E¥nore complex and restrictive regulatory environmidiain US or Asian
Nf‘ndustry and moves slower to take up service @it making Europe

nt

selling on capacity from PC’s in their homes.

—:

ess competitive.

BUS-INC
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Incremental Visionary

2. Service-ecosystem perspective- business moves into the cloud: incorporates BUS-INC Citizen-centric

Business-centric

Scenario Description Functional Description

The _trend towards increased integration of bl_JSlrmmesses from s_pe_c_lahzeqn order to increase trust and confidence levelsearch must focus on|a
providers available through an Internet of servigashers pace and significantly

changes the way business operates. Deeper intagmatisystems and informatiq num_ber of the key elements necessary for secufiagapplications an
between partners accelerates business interackiom.global reach means that

services operating across the future large scaleorlkes and networked
business function can be sourced from anywher&énwtorld. Global competition systems. These include trust management modelslitrgneputation,
opens up interesting new regulatory issues.

>,
j=a

recommendation, and history, as well as technieatufes and thejr
articulation. To ensure a trustwortimiernet of services,the many different

. . . virtual entities providing services must be reciiite adhere to a number of
» Services will “become tradable and be composedredf by different P g i

providers’ services, and will be offered, delivereand executed principles:

automatically, and supported with the help of ICTt.is plausible that Transparency - clear visibility of the events and actions atitg

events may not go the way that many anticipategf@mple: repeatefdthroughout the internet of services with visibilislso to appropriats

failures in service platforms sensitive informationeakage| regulatory authorities and maintenance of appr@prigcords of transactions BUS-INC

inappropriately between business process partmelsrmine confidence over time
in deep integration of ICT systems between parthers

1%

Responsibility- the ability to see who or what entity or perseneisponsible

. . . ) ) for actions and consequences in the internet vicesr
» A trading scandal emerges involving a cartel of service providerg In

which a services trading exchange is complicittiarig information Accountability for actions that are taken with the ability toettetine the
A single monopoly global trading exchange for sezsi emerges thatappropriate relationship between virtual entitind the corresponding legal
dominates the way in which services are boughtsuid (c.f. Google, entities and persons.

2 - . L
Facebook, Amazon?) Assurance —the provision of evidence that the service is atmbehave as

i . ) . ) .| expected and is abiding by the policies and congirthat are imposed on it.
» Service Phishing’ in the internet of services by ‘rogue’ service

providers with the intent of defrauding legitimdtesinesses. Malicious

services exploit their access to information inesrtb tamper with the Without these principles in place, an Internet efvices may encounte
business they are integrated with. significant problems in the future. We should rerhemthat physica

entities (nternet of Things) play a part in this Internet of Services,
« Inability of citizens to identify genuine and worthile service providers ~ Whether gathering information (sensors) or actingfe real world

from all the noisegervice span). e.g. modulating the flow of traffic) and that deasc of which there
may be billions, must be accountable ultimatelystone person oy
legal entity.

-
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3. Information perspective Scenario: incorporates BUS-INC and CIT-INC

Incremental

Citizen-centric

Business-centric

Visionary

Scenario Description

Functional Description

In the 2015 information-centric Future Internete thpportunity to exploit vast quantities ioformation
and results in new information service business$ #malyse, trade, and deliver insight across theee
gamut of business and personal life. Such compsdhennformation gathering facilitates customisat
and personalisation of every possible internetiserlNew intermediaries emerge that trade in arichelx
new value from this data and information. The infation value chain develops in interesting new wasy
data gatherers, traders, analysers, users forrocaystem of information services.

Information is routinely acquired and aggregatedeia, including the digital ‘trail’ left by peopleusiness
records of every kind including financial recordsansactions, documents, customer informat
information captured and managed on our behalfulylip sector and quasi public sector organisati
such as health care, social services, and tax,gesmrated content created by and knowingly puddis
by citizens to their own social networks and towweld at large, information ‘sensed’ from the picgs
world including security cameras, traffic sensceaeras, proximity sensors, etc.

Above all, citizens expect to be in control of thaiigital existence. With that in mind, regulat@ythorities
expect information providers and users to behagparsibly with clear guidelines on informati
stewardship. Most of the concerns here come ut@eartea of information stewardship, which will b
significant issue for many aspect of the Futureerimet; For example, as information is gathe
explicitly (internet of things, future media inteth or implicitly (future networks) about what eiéns
and business are doing and how they are behavingidy — Appropriate use - User-centricity.

Most of the concerns here come under the
Nof information stewardship, which will be
Osignificant issue for many aspect of the Fut|
Internet; For example, as information
B gathered explicitly (internet of things, futu
media internet) or implicitly (future network
about what citizens and business are doing
how they are behaving:

gBrivacy — how to ensure that whilst the ‘righ
hB%ople can get deep insight about individ
citizens, the ‘wrong’ people are not able to
this information.

Appropriate use- who are the ‘right’ and th
‘wrong’ people and what use can they |
yinformation too? While restrictions o
5 igformation usage can be described tod
rdpw can they actually be enforced (g
evidence of the enforcement be produced)?

User-centricity — how to ensure thg
information is incorrect, inappropriate,
unjustified, citizens can have it corrected
removed, especially when that spans m
different independent information bases.

Concerns over information security
many industries or countries prevent in us

area
a
ure
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-
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-
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BUS-INC
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shared services.

CIT-INC
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4. Client-centric perspective Scenario: incorporates CIT-INC

Incremental

Citizen-centric

Business-centric

Visionary

Scenario Description

Functional Description

By 2015, after years of information breaches, imappate uses of personal information by compariak of
transparency with multi-party services and almestrgone having been effected in some way by idehieft,
citizen confidence in others holding their persdn&drmation or acting as information mediatorstbeair behalf
has reached an all time low.

People have turned to what they have, their petstimdces, to mediate on their behalf. These devised on
virtualisation technologies to provide separatidnconcerns, and trusted computing technologiesrawvige
remote attestation and guarantees, allow multipteat appliances to safely coexist in one physfoain factor.
Users have become confident in carrying out ortiaeking in their banking virtual appliance whilsbtysing
dangerous parts of the Internet in a use-once lngwsrtual appliance, knowing full well that spymaand
other Trojan software is being downloaded, pregibelcause their device is keeping these two wadgsrate
Because the devices can report back measuremetites® virtual appliances in a way that the usenactl
corrupt, service providers, such as banks, havéidmrte that software hasn’'t been tampered with. dagh
important services as banking, online voting, oyrpant, responsibility for managing appliance sdguand
consequently liability, has shifted from the usethte service provider.

Privacy enhancement is provided by the device gattie responsibility to automatically keep the w@@snymous
unless instructed otherwise, new email addresseg lestablished for each new service subscribethtéact a
whole new business has sprung up providing teng&atd avatars allowing users to be whatever they wae. In
contrast to the information-centric and servicesgstem perspectives, individuals now leave fardéssdigital trail
and it is service providers that have little coefide in the accuracy of the information they rexzei@enuine
information is something that users reveal onlgexvice providers that have earned their trust.

Businesses no longer buy clients relying on theipleyees to give up control of a virtual businedssktop” to
corporate IT. And the flexibility to create newtual appliances allows businesses the same safdtgdnsumer
enjoy to try new service offerings without puttiwbat they already have at risk.

Federation of virtual appliances across multipleigis allows individuals seamless access to sexvithis
federation also allows information sharing acressilies, extended families, communities small andd, and eve

Trust security and privacy issues

across domains include:

Virtualisation to provide separation
concerns, and trusted computi
technologies to provide remote attestat
and guarantees, allow multiple virtu
appliances to safely coexist in o
physical form factor.

Privacy enhancement is provided by
device taking the responsibility

services.
families,
5 communities small and large, and even
nation states; social networking hgas
taken advantage of this ability to for
n agile, light weight closed communities

nation states; social networking has taken advargéthis ability to form agile, light weight clas€ommunities.

CIT-INC

CIT-INC

I

CIT-INC
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5. Threat centric perspective Scenario: incorporates BUS-INC and CIT-

Incremental

INC

Citizen-centric

Business-centric

Visionary

Scenario Description

Functional Description

By 2015, our total dependence on ICT has made tiiaeoworld the number one area of activity
organised crime, state sponsored espionage awikagtioups.

Many activist groups have moved beyond the worltdlo§s and viral marketing to activities they rebas
online civil disobedience but others regard as ejdreorism. Unions no longer picket physically bely on
new social networking technologies and forms ofinenladvertising to reach much greater and targ
audiences. Each of the other perspectives abowe allswvs for extremes of behaviour that many f
unacceptable. Citizens are divided in their viewithh many individuals feeling a mix of being libeed and
threatened.

Technologies to protect citizens and businessgsiter with the complexities and cross border pabfithe
Future Internet, make it easy for criminals to hideir activities. Most citizens have become insiragly
frightened by cyber-crime and perhaps the gre#itesat to the Future Internet has become the plitysds
politicians seeking to re-establish safer partiogoaby over regulation and control. But politiciahave alsg
become aware that many of the measures that somld like to see are potentially double edged. Deing
that all new software should be produced to highlteof security and privacy engineering threatesidw the
introduction of new services or make them unecooomi comparison to cheaper services from o
countries. Demands for tougher penalties on hack®tsiemands that universities should be prevdried
teaching hacking skills, particularly when othetiora states actively train their students, couldaméhat
Europe doesn't have the skills base necessanpingith a future cyber-war.

New technologies continue to be created and usedechnologies are being used in new ways, cordb
with the talent available to organised crime, byl®2®ew vulnerabilities are being discovered, exgdbi
bought, sold and used at a rate that police foaoelsintelligence agencies struggle to keep up \Widny

Frust security and privacy issues
across domains include:

Future-proofing against known ar
etedrently unknown threats ar
neliinerabilities, assessing al

nd
d
nd

——

CIT-INC

managing risks, assessing

obligations,
rights, managing

managing
oversight

security-aware languages, autom
arsecurity configuration driven by en
user's needs, evolutionary al
haredictive  threat models, sel
organising and self-healing secur
mechanisms, ...

ine

countries have all but given up trying.

nd

managing liabilities, accountability far
actions and decisions that are unger
information
and
control, including at a state level,

-

BUS-INC
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-
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