
Trust, Identity &
Experimental Facilities
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� What aspects of the research should be 
approached experimentally?

� What experimental facilities would be needed 
to do it?
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“Security testing is mostly about people 
and processes, not about technology”

Source: OWASP Testing Guide

20-40x cost savings in finding security flaws in design vs. later 
lifecycle
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Where can we make use of 
experimental facilities

� Measuring ‘Trust’?
� Testing for vulnerabilities?

� Confidentiality
� Integrity  
� Availability

� Identifying threats?
� Gathering metrics repeatably
� Computationally expensive analysis?
� ...
� ...



What kind of experimental 
infrastructure

� Networks?
� Servers?
� Clients?
� Virtual Machines?
� Service Platforms?

� At what scale



What could we apply test 
infrastructure to?

� Isolation – a safe place to deploy malware
� Scale – work at ‘internet scale’
� Simulation – accelerate time, explore 

outcomes
� ...?
� ...?



� What aspects of the research should be 
approached experimentally?

� What experimental facilities would be needed 
to do it?


