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SysSec
New attack pathways

Hackers use new ways to attack
Social Networks (e.g. Facebook users)
Twitter

Search Engines (e.g. Google users)

Corrupt ordinar
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SysSec

Do you trust your “friends” on social

hetworking sites?
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sSec
Are you really getting what you Googled for?
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Can birds twit malware?
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_ _ _ SysSec
Exploits do not come only in .exe files

Targeted Attacks

W 2008 B2009 M 2010 (lan/Feb)

61.20%

6.90% 7.10%

Adobe Reader M5 Waord M5 Excel M5 PowerPoint

Hackers use ordinary documents (e.g. PDF, WORD) to deliver
exploits

Source: F-Secure
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_ _ SysSec
What is the impact of attacks?

“... potential (cyber)attacks against network infrastructures may

ave widespread and devastating consequences on our daily life:

no more electricity or water at home, rail and plane accidents,
hospitals out of service”

Viviane Reding
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_ SysSec
Government: The Parliament under attack
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Transportation: No train signals
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Computer Virus Brings Down Train Signals

The virus infected the computer system at CSX's headquarters, shutting down signaling,
dispatching, and other systems for trains throughout the East.

By Marty Niland, Assaciated Press Writer
InformationWeek 1

August 20, 2003 06:00 PM

NEW YORK (AP) -- A computer virus was blamed for bringing down train signaling systems throughout the

East on Wednesday. h:

The virus infected the computer system at CSX Corp.'s Jacksonville, Fla., headquarters, shutting down

signaling, dispatching, and other systems at about 1:15 a.m. EDT, CSX spokesman Adam Hollingsworth

said. L
| e e = ~ "The cause was believed to be a worm virus similar to those that have !;:
L_‘J;.D &F & Tustret e H250% =
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Transportation: No cars
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Energy: No electricity
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Defense: fighter planes grounded

£ French fighter planes grounded by comiputer virus - Telegraph - Windows Internet Explorer
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What about our lives? Are they next?
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What are we doing? forward”

2008-2010: created the FORWARD Coordination
and Support Action:

Managing Emerging Threats in ICT Infrastructures

Created three working groups (think-tanks) involing
experts from Europe/USA/Asia:

« Malware and Fraud
e« Smart Environments

 Critical Systems
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FORWARD Working Groups forward”

Their job was to:

Create a list of threats for the future Internet
Rank the threats:
* High, medium, low

Present Pq
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Threats in Malware and Fraud forward”

Likelihood

Oblivious R&D Priority

I

Underground Economy
Social Networks
Routing

New Attack Vectors
Advanced Malware
Virtualization and Clouds
IPv6

DNS and naming
Targeted Attacks
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Online Games
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forward

Underground Economy

Dramatic change in goals and models of hackers

shift from hacking for fun to making profit

underground economy flourishing
SPAM, phishing, click fraud, DOS attacks, illegitimate web hosting, botnets

Support structures

underground markets (flow of information, sales, ...)

bullet-proof hosting and “rogue” networks

Possible solutions

attack transactions (flood with useless data)

large scale tracking and data correlation to identify market places

markatos@ics.forth.gr WWW.Syssec-project.eu



forward”

Social Networks

Social networks are attractive targets
huge number of users

large basis of trust among users

detailed information about users

opportunities for fraud and spreading malware

Third-party applications with unrestricted access
They can read private data from a user’s disk (i.e. upload files)

Possibility for de-anonymization attacks
Possible solutions
protections from social network providers

* e.g.fine-grain access models, stronger authentication, ...
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AV industry in 1998

Image Copyright: IKARUS Security Software GmbH
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FORWARD: Smart Environments  forward”

Threat Impact Likelihood Oblivious R&D Priority
Threats due to parallelism M M H M

Threats due to scale H M H M

Mobile device malware H H M H

Denial of service H H L M

False sensor data H M H M

Privacy and ubiquitous sensors M M M M

System maintainability and M H M M

verifiability

Sensors and RFID M H M H

Malicious hardware M L H M L
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forward”

Threats due to parallelism

Multi-core and multi-threaded technologies

Order of hundreds of H/W threads on a single chip

Humans are poor at handling parallelism
Significant increase in

Bugs, security vulnerabilities due to race conditions

Similar technologies are adopted by “weak devices”

Possible solutions:

Invest in building new secure languages, apps, libraries and OSes designed with
parallelism in mind

Virtualization and hardware isolation may help

markatos@ics.forth.gr WWW.Syssec-project.eu



Threats due to scale forward”

.. The real transformation will be with a future Internet connecting billions of objects, sensors and
devices.

Neelie Kroes, Vice President of the European Commission Commissioner for the Digital Agenda
Internet has grown to a 100-million node network
Not counting “weak devices”
Our models are still client-server
We are vulnerable to attacks that leverage and amplify minor vulnerabilities
e.g. Puppetnets, Anti-social Networks

A100-billion node network will transform what was consider “old” vulnerabilities - DDoS, worms, etc. ( Q";" :

Possible solutions

Study and understand interdependencies between systems, model larger systems in security evals, form boundaries

markatos@ics.forth.gr WWW.Syssec-project.eu



Mobile Device Malware forward

(Almost) same hardware as regular computers

Face, or will be facing, similar threats as home computers

Run on battery power

PC solutions may not be too heavyweight

Mobility and high connectivity

Attacks from anywhere (i.e. airports, wifi hotspots) and propagate on different networks
Easy to lose

Physical security an issue

Possible solutions:

App. analysis in sandbox, intrusion detection in the network, server replication of phone-
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SysSec
What’s next?

SysSec: managing threats and vulnerabilities for the future
Internet

a Network of Excellence (2010-2014)
Why?

« We need to work towards solutions

« \We need to collaborate

- At a European level
— With our international colleagues
« Around the world

No country is an island

wrt. Internet security
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What is SysSec?

SysSec proposes a game-changing approach to
cybersecurity:

Currently Researchers are mostly reactive:

« they usually track cyberattackers after an attack has been
launched

« thus, researchers are always one step behind attackers

SysSec aims to break this vicious cycle

Researchers should become more proactive:

« Anticipate attacks and vulnerabilities
« Predict and prepare for future threats

« Work on defenses before attacks materialize.
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SysSec
SysSec Aim and Objectives ()

Create an active, vibrant, and collaborating community of
Researchers with

the expertise, capacity, and determination to anticipate and mitigate the emerging
threats and vulnerabilities on the Future Internet.

SysSec aims

to create a sense of "'community" among those researchers,
to mobilize this community,

to consolidate its efforts,

to expand their collaboration internationally, and

become the single point of reference for Systems Security researchgs " a2
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SysSec
SysSec Aim and Objectives (ll)

Advance European Security Research well beyond the state
of the art

research efforts have been scattered
SysSec aims to provide a research agenda and

align their research activities with the agenda

make SysSec a leading player in the international arena.

markatos@ics.forth.gr WWW.Syssec-project.eu



SysSec
SysSec Aim and Objectives (lll)

Create a virtual distributed Center of Excellence in the area of
emerging threats and vulnerabilities.

By forming a critical mass of European Researchers and by aligning their activities,

Have the gravitas needed to play a leading role internationally, empowered to
undertake large-scale, ambitious and high-impact research efforts.

Create a Center of Academic Excellence in the area
create an education and training program targeting young researchers and the industry.

lay the foundations for a common graduate degree in the area with emphasis on Systems
Security.
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SysSec
SysSec Aim and Objectives (IV)

Maximize the impact of the project by proactive dissemination to the
appropriate stakeholders.

disseminate its results to international stakeholders so as to form the needed strategic
partnerships (with similar projects and organizations overseas) to play a major role in the
area.

dissemination within the Member States will

reinforce SysSec's role as a center of excellence and

make SysSec a beacon for a new generation of European Researchers.

Create Partnerships and transfer technology to the European Security
Industry.

create a close partnership with Security Industry

facilitate technology transfer wherever possible to further strengthen the European
Market.
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_ SysSec
Conclusions

Hackers are getting more sophisticated
The impact of cyberattacks is getting higher

We need to collaborate in order to manage
emerging threats on the future Internet

SysSec starts on Sept 1st.

Join us to brea ‘~
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Panel: Trust in the Future Internet

Research

Create defenses for new types of attacks

Education

Educate a new generation of security researchers

Use common sense

Don't talk to strangers
« that you meet on the Internet

Don’t trust everyone calling you on the phone
« or sending you email on the Internet

Don’t walk in dark alleys

« of the Internet
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Back up slides
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Critical Systems Overview  forward’

L CEL Impact Likelihood Oblivious R&D Priority
Wireless communication H H M M
Unforeseen cascading H M H H
effects
User interface M H M H
The insider threat M H M H
Hidden functionality M M H M
Retrofitting security to M M M L
legacy systems
Next Generation H H M M
Networks
Safety takes priority over L M L M
security
Use of COTS components M H M M L
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