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FIA Prague Trust and Identity in FI sessions  

12 May 2009, Prague, CZ  

 

The Trust and Security session was split into 3 slots, with presentations and panel discussions, 
leaving room for the audience for questions and further considerations. Full agenda and slides are 
available clicking on the links below in the agenda within Annex 1.  The Trust and Identity sessions 
results were the following:  

• Identity provisioning, chaired by Jim Clarke. The conclusions are that we see the emergence 
of identity and claim platforms. The concepts of minimal disclosure claims vs (disclosure of full) 
identity start to become known, with already some interesting applications and trials in pipeline 
(STORK, Austria, …). More challenges need to be tackled such as (a) other forms of 
identity/claim provisioning by and for other id providers, (b) enrich and enhance secure protocols, 
(c) coexistence of the platforms and how to reconcile them? The concept of "object-oriented" 
identity and context-dependent accountability (e.g. to get redress) also is to be addressed. Last 
but not least, there is a clear need for governance (Who/what is in control?) 

• Trust Platforms chaired by Volkmar Lotz. Rich mechanisms increasing trustworthiness start 
to be available, with the following challenges (a) dynamic service security based on rich context 
information; (b) usage control (client-side & server-side models) (c) self-cleaning ID management; 
(d) trust indicators: metrics and measurements! (e) Interoperability!  User empowerment is 
essential, and it needs usable abstractions in order to manage complexity of policies; balancing 
protection of roles: service consumers vs. service providers (taking into account the “prosumer” 
role); the user does not see all processes running in the back (SoS). Regulatory aspects shows 
a need for accountability across national borders and the provision of evidence : user to prove a 
wrong vs service provisioning to prove a right. Economic aspects are not clear: where would 
the compensation for trusted / trust infrastructures come from? 

• Experimental approaches were chaired by Nick Wainwright along three axes: Analyse and 
Measure (understand how trustworthy future internet is); Build and Experiment (provide 
trust/identity services as enablers in domains of interest) and Trial and Pilot (engage lead users 
(citizens, business) services in application areas of real significance). It gave interesting future 
work to be explored. Analyse and Measure:  How to use the real Internet as our testbed? And Do 
real users behave as we expect?; Build and Experiment: What enabling capabilities and tools 
need to be provisioned on which others can build? Trial and Pilot:  How to engage real users in 
pilots? Which areas to focus? 

Overall, the audience for the session was around 40 delegates. It attracted the Trust & Security 
community and a few others from services and experimental facilities. Unfortunately, running in 
parallel to the MANA and Future Content Networks sessions make it difficult to attract more of the 
networks audience. We understand that the MANA session (above 80 delegates) at the same time 
also had discussions about security and threats and it shows that this session was having 
discussions that the Trust & Security session held on the topic at previous FIA events. In conclusion, 
the Trust and Identity caretakers felt the session achieved some results and these were presented 
in more detail in the plenary session (slides available below in Annex 1). However, we feel there is a 
clear need to engage more with all the research communities around cross domain issues. The 
caretakers are committed to looking at ways to accomplish this goal including holding other events.  
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Annex 1. Agenda and Terms of Reference of Trust and Identity sessions 

Time of sessions 

11.30 – 13.30 Future Content 
Networks (1)   

Management & 
Service Aware 

Networking 
Architecture (1) 

  Trust and Identity in FI 
(Session 1) 

  

14.30 – 18.30 

Future Content 
Networks (2)  

 
Coffee break 16:00–

16:15 

  

Management & 
Service Aware 

Networking 
Architecture (2)  

 
Coffee break 
16:00–16:15 

  

Trust  and Identity in FI 
(Session 2 and Session 

3)  
 

Coffee break  
16:00–16:15 

The T&I sessions will start with discussions about the Trust and Identity Scenarios (see Annex 2), 
with a view to focus on concrete research challenges associated with the scenarios. The terms of 
reference and coverage areas of the 3 sessions will be the following: 

Session 1. ID Provisioning in Service platforms (links with all areas, especially software and 
services, RWI and content); Since FIA Madrid focused on ID Management, for FIA Prague, we will 
instead focus on concrete ID provisioning and dynamic aggregation in service chains. For example, 
a link to "service description frameworks" and languages, in particular from a naming and a 
semantic perspective:  
- naming: how to extend ID provisioning and monitoring infrastructures to name and identify a whole 
series of individual (web-based) services and not just users [whether individual or business]. 
- semantics: how to characterise the "state" of an individual service and the functions it offers 
[including its security state] so that it can be discovered and composed in future dynamic service 
execution platforms. 
The session will also cover links to industry (eg. Service providers, Telcos) and government ID 
schemes and platform and methodologies for improving validation of trust and security of SOA’s. 
 

Session 2. Trust Platforms/Tools/Models (links with all cross domain areas); How to build the 
platform, examine steps to move forward. Methodologies for accountability, responsibility (usage 
control/distributed responsibility), consumer protection, regulatory and legal perspectives. Models 
specifically for Trust and Security including risk and business models; 

Session 3. Experimental and Empirical Approaches (links with testbeds in other areas and with 
FIRE); Presentations and discussions about experimental and empirical approaches from the following 
perspectives: architectural viewpoints, protocols to ensure proper global ID, examine relations with 
FIRE platforms; possible testbed ideas eg., business over the cloud. It is clear that we need to have an 
application to keep people interested for testing. We therefore invited people in their presentations 
ideas to focus on ideas about such interesting applications. 
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FIA Prague Trust and Identity Sessions 12-MAY-2009 
Slides available by clicking on titles. 

 Session 1. Identity Provisioning in service platforms (11:30 – 13:30)  
11:30 – 11:40 Introduction to session Chair – Jim Clarke, 

Waterford IT 
11:40 – 11:55 Keynote 1. Service perspective on FI trust and identity issues 

Jose Maria Cavanillas, Atos Origin, SPAIN 
 

11:55 – 12:10 Keynote 2. eGovernment approaches 
Reinhard Posch, Federal Chancellery AUSTRIA 

 

12:10 – 12:25 Keynote 2. Validation methodologies 
Luca Vigano, University of Verona, ITALY 

 

12:25 – 12:40 Keynote 3. Federated Identities 
Amardeo Sarma, NEC Labs Europe, GERMANY 

 

12:40 – 13:20 Interactive Panel session 
All speakers 

Moderated by  
Michel Riguidel, ENST 

13:20 – 13:30 Wrap Up  Chair – Jim Clarke, 
Waterford IT 

 
 Session 2. Trust Platforms (14:30 – 16:00)  
14:30 – 14:40 Introduction to session Chair – Volkmar Lotz, 

SAP 
14:40 – 14:55 Keynote 1. Dynamic (stateful) service security 

Mike Surridge, IT Innovation, University of Southampton, UK 
 

14:55 – 15:10 Keynote 2. Responsibility, accountability and legal aspects 
Hermann de Meer, Universitaet Passau, GERMANY 

 

15:10 – 15:25 Keynote 3. Usage control: From distributed systems and information 
to Clouds 
Fabio Martinelli, CNR Pisa, ITALY 

 

15:25 – 15:50 Interactive Panel session 
All speakers and Luca Vigano, University of Verona, ITALY 

Moderated by  
Volkmar Lotz, SAP 

15:50 – 16:00 Wrap Up Chair – Volkmar Lotz, 
SAP 

Coffee Break 
 Session 3. Experimental & Empirical Approaches (16:15 – 18:30)  
16:15 – 16:20 Introduction to session Chair – Nick 

Wainwright, HP 
16:20 – 16:35 Keynote 1. Perspective from PICOS 

Pedro Soria-Rodriguez, ATOS Origin, SPAIN 
 

 16:35 – 16:50 Keynote 2. Perspective from Wombat 
Corrado Leita, Symantec, FRANCE 

 

16:50 – 17:05 Keynote 3. Experimental and empirical approaches 
Bernhard Plattner, ETH Zürich, SWITZERLAND 

 

17:05 – 17:20 Keynote 4. Experimental and empirical approaches  
Heikki Huomo, Center of Internet Excellence, FINLAND 

 

17:20 – 18:15 Interactive Panel session 
All Speakers + Susanna Avéssta (FIREWORKS) (25m) 

Moderated by  
Nick Wainwright, HP 

18:15 – 18:30 Wrap Up, including all sessions All Chairs 

 

http://security.future-internet.eu/images/0/02/TI_Clarke_ID_2.pdf
http://security.future-internet.eu/images/7/7b/TI_Cavanilles_ID_3.pdf
http://security.future-internet.eu/images/1/1c/TI_Posch_ID_4.pdf
http://security.future-internet.eu/images/f/f4/TI_Vigano_ID_6.pdf
http://security.future-internet.eu/images/1/14/TI_Sarma_5.pdf
http://security.future-internet.eu/images/2/23/TI_Lotz_TP_7.pdf
http://security.future-internet.eu/images/4/4b/TI_Surridge_TP_8.pdf
http://security.future-internet.eu/images/c/c5/TI_deMeer_TP_9.pdf
http://security.future-internet.eu/images/d/db/TI_Martinelli_TP_10.pdf
http://security.future-internet.eu/images/d/db/TI_Martinelli_TP_10.pdf
http://security.future-internet.eu/images/6/6d/TI_Wainwright_EF_11.pdf
http://security.future-internet.eu/images/4/49/TI_SoriaRodriguez_EF_12.pdf
http://security.future-internet.eu/images/5/56/TI_Leita_EF_13.pdf
http://security.future-internet.eu/images/2/2a/TI_Plattner_EF_14.pdf
http://security.future-internet.eu/images/0/0e/TI_Huomo_EF_15.pdf
http://security.future-internet.eu/images/8/8c/TI_session_summary.pdf
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Annex 2 

Trust and Identity Scenarios 

 
1. ICT Infrastructure Scenario: incorporates BUS-VIS and BUS-INC ........................................... 5 

2. Service-ecosystem perspective- business moves into the cloud: incorporates BUS-INC .... 6 

3. Information perspective Scenario: incorporates BUS-INC and CIT-INC .................................. 7 

4. Client-centric perspective Scenario: incorporates CIT-INC ...................................................... 8 

5. Threat centric perspective Scenario: incorporates BUS-INC and CIT-INC .............................. 9 

 

 
Legend for the following tables 

1. [CIT] One group of scenarios adopting a citizen-centred view, presenting (snapshots of) 
daily activities in living and working in the context of a future Internet enabled society. Such 
activities could reflect, for example, two complementary dimensions, namely: "I, in my home 
environment"; and, "I, mobile and my space moving with me". 
2. [BUS] A second group of scenarios adopting a business-centred view: what is it for 
companies or for individuals to make business in the context of future Internet enabled 
environments? 
In addition, each of these two groups of scenarios should be reflecting two different time 
perspectives: 
(a) an incremental perspective (ie adopting an approach of incremental / evolutionary 
technology development with regard to today's situation and state of the art) 
(b) a visionary perspective (ie adopting a thinking that is based on a visionary approach 
(likely longer term), not necessarily in continuity with regard to the incremental perspective 
above; such thinking may also integrate a likely disruptive technology evolution potential) 
 

The above are summarised as follows: 
Scenario Nr Incremental (Evolutionary) Visionary 

[CIT]: Centred on the Citizen 
(living and working with the 
F.I.) 

[CIT-INC]: adopting an 
incremental / evolutionary 
technology development 
approach 

[CIT-VIS]: adopting a 
thinking based on a visionary 
approach, integrating also 
disruptive technology 
evolution potential 

[BUS]: Doing Business by 
using the F.I. 

[BUS-INC] … [BUS-VIS] … 
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T
he
 t
re
nd

 t
ow

ar
ds
 i
nc
re
as
ed
 i
nt
eg
ra
tio

n 
of
 b

us
in
es
s 
pr
oc
es
se
s 
fr
om

 s
pe
ci
al
iz
ed
 

pr
ov

id
er
s 
av
ai
la
bl
e 
th
ro
ug

h 
an
 I
nt
er
ne
t 
of
 s
er
vi
ce
s 
ga
th
er
s 
pa
ce
 a
nd

 s
ig
ni
fi
ca
nt
ly
 

ch
an
ge
s 
th
e 
w
ay
 b
us
in
es
s 
op

er
at
es
. 
D
ee
pe
r 
in
te
gr
at
io
n 
of
 s
ys
te
m
s 
an
d 
in
fo
rm

at
io
n 

be
tw
ee
n 
pa
rt
ne
rs
 a
cc
el
er
at
es
 b
us
in
es
s 
in
te
ra
ct
io
n.
 T

he
 g
lo
ba
l 
re
ac
h 
m
ea
ns
 t
ha
t 
a 

bu
si
ne
ss
 f
un

ct
io
n 
ca
n 
be
 s
ou

rc
ed
 f
ro
m
 a
ny

w
he
re
 i
n 
th
e 
w
or
ld
. 
G
lo
ba
l 
co
m
pe
tit
io
n 

op
en
s 
up

 in
te
re
st
in
g 
ne
w
 re

gu
la
to
ry
 is
su
es
.  

• 
Se

rv
ic
es
 w

ill
 “
be
co
m
e 
tr
ad
ab
le
 a
nd

 b
e 
co
m
po

se
d,
 o
ff
er
ed
 b
y 
di
ff
er
en
t 

pr
ov

id
er
s’
 
se
rv
ic
es
, 
an
d 

w
ill
 
be
 
of
fe
re
d,
 
de
liv

er
ed
, 
an
d 

ex
ec
ut
ed
 

au
to
m
at
ic
al
ly
, a

nd
 s
up
po

rt
ed
 w

ith
 t
he
 h
el
p 
of
 I
C
T
”.
  
It
 i
s 
pl
au
si
bl
e 
th
at
 

ev
en
ts
 m

ay
 n
ot
 g
o 
th
e 
w
ay
 t
ha
t 
m
an
y 
an
tic

ip
at
e,
 f
or
 e
xa
m
pl
e:
 r
ep
ea
te
d 

fa
ilu

re
s 

in
 

se
rv
ic
e 

pl
at
fo
rm

s 
se
ns
iti
ve
 

in
fo
rm

at
io
n 

le
ak
ag
e 

in
ap
pr
op

ri
at
el
y 
be
tw

ee
n 
bu

si
ne
ss
 p
ro
ce
ss
 p
ar
tn
er
s 
un
de
rm

in
e 
co
nf
id
en
ce
 

in
 d
ee
p 
in
te
gr
at
io
n 
of
 IC

T
 s
ys
te
m
s 
be
tw

ee
n 
pa
rt
ne
rs
? 

• 
A
 t
ra
di
ng
 s
ca
nd
al
 e
m
er
ge
s 
in
vo

lv
in
g 
a 
ca
rt
el
 o
f 
se
rv
ic
e 
pr
ov

id
er
s 
in
 

w
hi
ch
 a
 s
er
vi
ce
s 
tr
ad
in
g 
ex
ch
an
ge
 i
s 
co
m
pl
ic
it 
in
 s
ha
ri
ng

 i
nf
or
m
at
io
n?
 

A
 s
in
gl
e 
m
on

op
ol
y 
gl
ob

al
 t
ra
di
ng
 e
xc
ha
ng
e 
fo
r 
se
rv
ic
es
 e
m
er
ge
s 
th
at
 

do
m
in
at
es
 t
he
 w

ay
 i
n 
w
hi
ch
 s
er
vi
ce
s 
ar
e 
bo

ug
ht
 a
nd

 s
ol
d 
(c
.f.
 G

oo
gl
e,
 

Fa
ce
bo

ok
, A

m
az
on

?)
 

• 
Se

rv
ic
e 

“P
hi
sh
in
g”
 
in
 
th
e 

in
te
rn
et
 
of
 
se
rv
ic
es
 
by

 
‘r
og

ue
’ 
se
rv
ic
e 

pr
ov

id
er
s 
w
ith

 t
he
 i
nt
en
t o

f 
de
fr
au
di
ng

 le
gi
tim

at
e 
bu

si
ne
ss
es
. M

al
ic
io
us
 

se
rv
ic
es
 e
xp

lo
it 
th
ei
r 
ac
ce
ss
 t
o 
in
fo
rm

at
io
n 
in
 o
rd
er
 t
o 
ta
m
pe
r 
w
ith

 t
he
 

bu
si
ne
ss
 th

ey
 a
re
 in

te
gr
at
ed
 w
ith

. 

• 
In
ab
ili
ty
 o
f c

iti
ze
ns
 to

 id
en
tif
y 
ge
nu
in
e 
an
d 
w
or
th
w
hi
le
 s
er
vi
ce
 p
ro
vi
de
rs
 

fr
om

 a
ll 
th
e 
no

is
e 
(s
er
vi
ce
 s
pa
m
).
 

In
 o
rd
er
 t
o 
in
cr
ea
se
 t
ru
st
 a
nd
 c
on
fid

en
ce
 l
ev
el
s,
 r
es
ea
rc
h 
m
us
t 
fo
cu
s 
on
 a
 

nu
m
be
r 
of
 t
he
 k
ey
 e
le
m
en
ts
 n
ec
es
sa
ry
 f
or
 s
ec
ur
in
g 
th
e 
ap
pl
ic
at
io
ns
 a
nd
 

se
rv
ic
es
 o
pe
ra
tin

g 
ac
ro
ss
 t
he
 f
ut
ur
e 
la
rg
e 
sc
al
e 
ne
tw
or
ks
 a
nd
 n
et
w
or
ke
d 

sy
st
em

s.
 
T
he
se
 
in
cl
ud
e 

tru
st
 
m
an
ag
em

en
t 
m
od
el
s 
ha
nd
lin

g 
re
pu
ta
tio

n,
 

re
co
m
m
en
da
tio

n,
 
an
d 

hi
st
or
y,
 
as
 
w
el
l 
as
 
te
ch
ni
ca
l 
fe
at
ur
es
 
an
d 

th
ei
r 

ar
tic
ul
at
io
n.
 T
o 
en
su
re
 a
 tr
us
tw
or
th
y 
In
te
rn
et
 o
f s
er
vi
ce
s,
 th
e 
m
an
y 
di
ff
er
en
t 

vi
rtu

al
 e
nt
iti
es
 p
ro
vi
di
ng
 s
er
vi
ce
s 
m
us
t b

e 
re
qu
ire

d 
to
 a
dh
er
e 
to
 a
 n
um

be
r 
of
 

pr
in
ci
pl
es
: 

T
ra
ns
pa
re
nc
y 

 
- 
cl
ea
r 
vi
si
bi
lit
y 

of
 
th
e 

ev
en
ts
 
an
d 

ac
tio

ns
 
oc
cu
rr
in
g 

th
ro
ug
ho
ut
 
th
e 

in
te
rn
et
 
of
 
se
rv
ic
es
 
w
ith

 
vi
si
bi
lit
y 

al
so
 
to
 
ap
pr
op
ria

te
 

re
gu
la
to
ry
 a
ut
ho
rit
ie
s 
an
d 
m
ai
nt
en
an
ce
 o
f a
pp
ro
pr
ia
te
 re

co
rd
s 
of
 tr
an
sa
ct
io
ns
 

ov
er
 ti
m
e 

R
es
po
ns
ib
ili
ty
- t
he
 a
bi
lit
y 
to
 s
ee
 w
ho
 o
r w

ha
t e
nt
ity

 o
r p

er
so
n 
is
 re

sp
on
si
bl
e 

fo
r a
ct
io
ns
 a
nd
 c
on
se
qu
en
ce
s 
in
 th
e 
in
te
rn
et
 o
f s
er
vi
ce
s 

A
cc
ou
nt
ab
ili
ty
 f
or
 a
ct
io
ns
 t
ha
t 
ar
e 
ta
ke
n 
w
ith

 t
he
 a
bi
lit
y 
to
 d
et
er
m
in
e 
th
e 

ap
pr
op
ria

te
 r
el
at
io
ns
hi
p 
be
tw
ee
n 
vi
rtu

al
 e
nt
iti
es
 a
nd
 th

e 
co
rr
es
po
nd
in
g 
le
ga
l 

en
tit
ie
s 
an
d 
pe
rs
on
s.
 

A
ss
ur
an
ce
 –
 th

e 
pr
ov
is
io
n 
of
 e
vi
de
nc
e 
th
at
 th

e 
se
rv
ic
e 
is
 a
bo
ut
 to

 b
eh
av
e 
as
 

ex
pe
ct
ed
 a
nd
 is
 a
bi
di
ng
 b
y 
th
e 
po
lic
ie
s 
an
d 
co
ns
tra

in
ts
 th
at
 a
re
 im

po
se
d 
on
 it
. 

 W
ith

ou
t 
th
es
e 
pr
in
ci
pl
es
 i
n 
pl
ac
e,
 a
n 
In
te
rn
et
 o
f 
se
rv
ic
es
 m

ay
 e
nc
ou

nt
er
 

si
gn

if
ic
an
t p

ro
bl
em

s 
in
 t
he
 f
ut
ur
e.
 W

e 
sh
ou

ld
 r
em

em
be
r 
th
at
 p
hy

si
ca
l 

en
tit
ie
s 
(I
nt
er
ne
t 
of
 T
hi
ng
s)
 p
la
y 
a 
pa
rt
 i
n 
th
is
 I
nt
er
ne
t 
of
 S
er
vi
ce
s,
 

w
he
th
er
 g
at
he
ri
ng
 i
nf
or
m
at
io
n 
(s
en
so
rs
) 
or
 a
ct
in
g 
on

 t
he
 r
ea
l 
w
or
ld
 (
 

e.
g.
 m

od
ul
at
in
g 
th
e 
fl
ow

 o
f 
tr
af
fi
c)
 a
nd

 t
ha
t 
de
vi
ce
s,
 o
f 
w
hi
ch
 t
he
re
 

m
ay
 b
e 
bi
lli
on

s,
 m

us
t 
be
 a
cc
ou

nt
ab
le
 u
lti
m
at
el
y 
to
 s
om

e 
pe
rs
on

 o
r 

le
ga
l e
nt
ity

.  
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3.
 In
fo
rm
at
io
n 
p
er
sp
ec
tiv
e 
S
ce
n
ar
io
: i
n
co
rp
or
at
es
 B
U
S
-I
N
C
 a
n
d 
C
IT
-IN
C
 

 

  

S
ce

n
ar

io
 D

es
cr

ip
tio

n 
F

u
n

ct
io

n
al

 D
es

cr
ip

tio
n 

 
In
 t
he
 2
01

5 
in
fo
rm

at
io
n-
ce
nt
ri
c 
Fu

tu
re
 I
nt
er
ne
t, 
th
e 
op

po
rt
un
ity

 t
o 
ex
pl
oi
t 
va
st
 q
ua
nt
iti
es
 o
f 
in
fo
rm
at
io
n 

an
d 
re
su
lts
 i
n 
ne
w
 i
nf
or
m
at
io
n 
se
rv
ic
e 
bu

si
ne
ss
 t
ha
t 
an
al
ys
e,
 t
ra
de
, 
an
d 
de
liv

er
 i
ns
ig
ht
 a
cr
os
s 
th
e 
en
tir
e 

ga
m
ut
 o
f 
bu

si
ne
ss
 a
nd

 p
er
so
na
l 
lif
e.
 S
uc
h 
co
m
pr
eh
en
si
ve
 i
nf
or
m
at
io
n 
ga
th
er
in
g 
fa
ci
lit
at
es
 c
us
to
m
is
at
io
n 

an
d 
pe
rs
on

al
is
at
io
n 
of
 e
ve
ry
 p
os
si
bl
e 
in
te
rn
et
 s
er
vi
ce
. N

ew
 i
nt
er
m
ed
ia
ri
es
 e
m
er
ge
 t
ha
t 
tr
ad
e 
in
 a
nd

 e
xt
ra
ct
 

ne
w
 v
al
ue
 f
ro
m
 th

is
 d
at
a 
an
d 
in
fo
rm

at
io
n.
 T
he
 in

fo
rm

at
io
n 
va
lu
e 
ch
ai
n 
de
ve
lo
ps
 in

 in
te
re
st
in
g 
ne
w
 w

ay
s 
as
 

da
ta
 g
at
he
re
rs
, t
ra
de
rs
, a
na
ly
se
rs
, u

se
rs
 fo

rm
 a
n 
ec
os
ys
te
m
 o
f i
nf
or
m
at
io
n 
se
rv
ic
es
. 

In
fo
rm

at
io
n 
is
 r
ou

tin
el
y 
ac
qu

ir
ed
 a
nd

 a
gg

re
ga
te
d 
in
 r
ea
l, 
in
cl
ud

in
g 
th
e 
di
gi
ta
l ‘
tr
ai
l’
 le

ft
 b
y 
pe
op

le
,b
us
in
es
s 

re
co
rd
s 
of
 e

ve
ry
 k

in
d 

in
cl
ud

in
g 

fi
na
nc
ia
l 
re
co
rd
s,
 t
ra
ns
ac
tio

ns
, 
do

cu
m
en
ts
, 
cu
st
om

er
 i
nf
or
m
at
io
n,
 

in
fo
rm

at
io
n 
ca
pt
ur
ed
 a
nd

 m
an
ag
ed
 o
n 
ou

r 
be
ha
lf
 b
y 
pu

bl
ic
 s
ec
to
r 
an
d 
qu

as
i p

ub
lic

 s
ec
to
r 
or
ga
ni
sa
tio

ns
 

su
ch
 a
s 
he
al
th
 c
ar
e,
 s
oc
ia
l s
er
vi
ce
s,
 a
nd

 ta
x,
 u
se
r 
ge
ne
ra
te
d 
co
nt
en
t c

re
at
ed
 b
y 
an
d 
kn

ow
in
gl
y 
pu

bl
is
he
d 

by
 c
iti
ze
ns
 to

 th
ei
r 
ow

n 
so
ci
al
 n
et
w
or
ks
 a
nd

 to
 th

e 
w
or
ld
 a
t l
ar
ge
, i
nf
or
m
at
io
n 
‘s
en
se
d’
 f
ro
m
 th

e 
ph

ys
ic
al
 

w
or
ld
 in

cl
ud

in
g 
se
cu
ri
ty
 c
am

er
as
, t
ra
ff
ic
 s
en
so
rs
, c
am

er
as
, p

ro
xi
m
ity

 s
en
so
rs
, e
tc
.  

A
bo

ve
 a
ll,
 c
iti
ze
ns
 e
xp

ec
t t
o 
be
 in

 c
on

tr
ol
 o
f 
th
ei
r 
di
gi
ta
l e

xi
st
en
ce
. W

ith
 th

at
 in

 m
in
d,
 r
eg
ul
at
or
y 
au
th
or
iti
es
 

ex
pe
ct
 i
nf
or
m
at
io
n 
pr
ov

id
er
s 
an
d 
us
er
s 
to
 b
eh
av
e 
re
sp
on

si
bl
y 
w
ith

 c
le
ar
 g

ui
de
lin

es
 o

n 
in
fo
rm

at
io
n 

st
ew

ar
ds
hi
p.
 M

os
t o

f 
th
e 
co
nc
er
ns
 h
er
e 
co
m
e 
un
de
r 
th
e 
ar
ea
 o
f 
in
fo
rm

at
io
n 
st
ew

ar
ds
hi
p,
 w
hi
ch
 w
ill
 b
e 
a 

si
gn

if
ic
an
t 
is
su
e 
fo
r 
m
an
y 

as
pe
ct
 o

f 
th
e 
Fu

tu
re
 I
nt
er
ne
t; 

Fo
r 
ex
am

pl
e,
 a
s 
in
fo
rm

at
io
n 

is
 g

at
he
re
d 

ex
pl
ic
itl
y 
(i
nt
er
ne
t 
of
 t
hi
ng

s,
 f
ut
ur
e 
m
ed
ia
 i
nt
er
ne
t)
 o
r 
im

pl
ic
itl
y 
(f
ut
ur
e 
ne
tw
or
ks
) 
ab
ou

t 
w
ha
t 
ci
tiz
en
s 

an
d 
bu

si
ne
ss
 a
re
 d
oi
ng
 a
nd

 h
ow

 th
ey
 a
re
 b
eh
av
in
g:
 P
ri
va
cy
 –
 A
pp

ro
pr
ia
te
 u
se
 - 
U
se
r-
ce
nt
ri
ci
ty
. 

 

M
os
t o

f t
he
 c
on
ce
rn
s 
he
re
 c
om

e 
un
de
r t
he
 a
re
a 

of
 i
nf
or
m
at
io
n 
st
ew

ar
ds
hi
p,
 w

hi
ch
 w

ill
 b
e 
a 

si
gn
ifi
ca
nt
 is
su
e 
fo
r 
m
an
y 
as
pe
ct
 o
f t
he
 F
ut
ur
e 

In
te
rn
et
; 

Fo
r 

ex
am

pl
e,
 
as
 
in
fo
rm

at
io
n 

is
 

ga
th
er
ed
 e
xp
lic
itl
y 
(in

te
rn
et
 o
f 
th
in
gs
, 
fu
tu
re
 

m
ed
ia
 in

te
rn
et
) 
or
 im

pl
ic
itl
y 
(f
ut
ur
e 
ne
tw
or
ks
) 

ab
ou
t w

ha
t c
iti
ze
ns
 a
nd
 b
us
in
es
s 
ar
e 
do
in
g 
an
d 

ho
w
 th
ey
 a
re
 b
eh
av
in
g:
 

P
ri
va
cy
 –
 h
ow

 to
 e
ns
ur
e 
th
at
 w
hi
ls
t t
he
 ‘r
ig
ht
’ 

pe
op
le
 c
an
 g
et
 d
ee
p 
in
si
gh
t 
ab
ou
t 
in
di
vi
du
al
 

ci
tiz
en
s,
 th

e 
‘w

ro
ng
’ p

eo
pl
e 
ar
e 
no
t a
bl
e 
to
 s
ee
 

th
is
 in
fo
rm

at
io
n.
  

A
pp
ro
pr
ia
te
 u
se
 - 
w
ho
 a
re
 th

e 
‘r
ig
ht
’ a

nd
 th

e 
‘w

ro
ng
’ 
pe
op
le
 a
nd
 w

ha
t 
us
e 
ca
n 

th
ey
 p

ut
 

in
fo
rm

at
io
n 

to
o?
 

W
hi
le
 

re
st
ric

tio
ns
 

on
 

in
fo
rm

at
io
n 

us
ag
e 

ca
n 

be
 
de
sc
rib

ed
 
to
da
y,
 

ho
w
 
ca
n 

th
ey
 
ac
tu
al
ly
 
be
 
en
fo
rc
ed
 
(a
nd
 

ev
id
en
ce
 o
f t
he
 e
nf
or
ce
m
en
t b

e 
pr
od
uc
ed
)?
  

U
se
r-
ce
nt
ri
ci
ty
 

– 
ho
w
 

to
 

en
su
re
 

th
at
 

in
fo
rm

at
io
n 

is
 
in
co
rr
ec
t, 

in
ap
pr
op
ria

te
, 

or
 

un
ju
st
ifi
ed
, 
ci
tiz
en
s 
ca
n 
ha
ve
 i
t 
co
rr
ec
te
d 
or
 

re
m
ov
ed
, 
es
pe
ci
al
ly
 w

he
n 

th
at
 s
pa
ns
 m

an
y 

di
ff
er
en
t i
nd
ep
en
de
nt
 in
fo
rm

at
io
n 
ba
se
s. 

 
C
on

ce
rn
s 
ov

er
 
in
fo
rm

at
io
n 

se
cu
ri
ty
 
in
 

m
an
y 
in
du

st
ri
es
 o
r c

ou
nt
ri
es
 p
re
ve
nt
 in

 u
si
ng

 
sh
ar
ed
 s
er
vi
ce
s.
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4.
 C
lie
n
t-
ce
n
tr
ic
 p
er
sp
ec
tiv
e 
S
ce
n
ar
io
: i
n
co
rp
or
at
es
 C
IT
-IN
C
 

 

  

S
ce

n
ar

io
 D

es
cr

ip
tio

n 
F

u
n

ct
io

n
al

 D
es

cr
ip

tio
n 

 

B
y 
20

15
, a

ft
er
 y
ea
rs
 o
f 
in
fo
rm

at
io
n 
br
ea
ch
es
, i
na
pp

ro
pr
ia
te
 u
se
s 
of
 p
er
so
na
l i
nf
or
m
at
io
n 
by

 c
om

pa
ni
es
, l
ac
k 
of
 

tr
an
sp
ar
en
cy
 w

ith
 m

ul
ti-
pa
rt
y 
se
rv
ic
es
 a
nd
 a
lm

os
t e

ve
ry
on

e 
ha
vi
ng

 b
ee
n 
ef
fe
ct
ed
 in

 s
om

e 
w
ay
 b
y 
id
en
tit
y 
th
ef
t, 

ci
tiz

en
 c
on

fi
de
nc
e 
in
 o
th
er
s 
ho

ld
in
g 
th
ei
r 
pe
rs
on

al
 in

fo
rm

at
io
n 
or
 a
ct
in
g 
as
 in

fo
rm

at
io
n 
m
ed
ia
to
rs
 o
n 
th
ei
r 
be
ha
lf
 

ha
s 
re
ac
he
d 
an
 a
ll 
tim

e 
lo
w
. 

Pe
op

le
 h
av
e 
tu
rn
ed
 to

 w
ha
t t
he
y 
ha
ve
, t
he
ir
 p
er
so
na
l d

ev
ic
es
, t
o 
m
ed
ia
te
 o
n 
th
ei
r 
be
ha
lf
. T

he
se
 d
ev
ic
es
 b
as
ed
 o
n 

vi
rt
ua
lis
at
io
n 
te
ch
no

lo
gi
es
 t
o 
pr
ov

id
e 
se
pa
ra
tio

n 
of
 c
on

ce
rn
s,
 a
nd

 t
ru
st
ed
 c
om

pu
tin

g 
te
ch
no

lo
gi
es
 t
o 
pr
ov

id
e 

re
m
ot
e 
at
te
st
at
io
n 
an
d 
gu

ar
an
te
es
, a
llo

w
 m

ul
tip

le
 v
ir
tu
al
 a
pp

lia
nc
es
 to

 s
af
el
y 
co
ex
is
t i
n 
on

e 
ph

ys
ic
al
 f
or
m
 f
ac
to
r. 

U
se
rs
 h
av
e 
be
co
m
e 
co
nf
id
en
t 
in
 c
ar
ry
in
g 
ou

t o
nl
in
e 
ba
nk

in
g 
in
 t
he
ir
 b
an
ki
ng

 v
ir
tu
al
 a
pp

lia
nc
e 
w
hi
ls
t b

ro
w
si
ng

 
da
ng
er
ou

s 
pa
rt
s 
of
 t
he
 I
nt
er
ne
t 
in
 a
 u
se
-o
nc
e 
br
ow

si
ng

 v
ir
tu
al
 a
pp

lia
nc
e,
 k
no

w
in
g 
fu
ll 
w
el
l 
th
at
 s
py

w
ar
e 
an
d 

ot
he
r 
T
ro
ja
n 
so
ft
w
ar
e 
is
 b
ei
ng

 d
ow

nl
oa
de
d,
 p
re
ci
se
ly
 b
ec
au
se
 th

ei
r 
de
vi
ce
 is
 k
ee
pi
ng

 th
es
e 
tw
o 
w
or
ld
s 
se
pa
ra
te
. 

B
ec
au
se
 t
he
 d
ev
ic
es
 c
an
 r
ep
or
t 
ba
ck
 m

ea
su
re
m
en
ts
 o
f 
th
es
e 
vi
rt
ua
l 
ap
pl
ia
nc
es
 i
n 
a 
w
ay
 t
ha
t 
th
e 
us
er
 c
an
no

t 
co
rr
up

t, 
se
rv
ic
e 
pr
ov

id
er
s,
 s
uc
h 
as
 b
an
ks
, 
ha
ve
 c
on

fi
de
nc
e 
th
at
 s
of
tw

ar
e 
ha
sn
’t
 b
ee
n 
ta
m
pe
re
d 
w
ith

. 
Fo

r 
su
ch
 

im
po

rt
an
t 
se
rv
ic
es
 a
s 
ba
nk

in
g,
 o
nl
in
e 
vo

tin
g,
 o
r 
pa
ym

en
t, 
re
sp
on

si
bi
lit
y 
fo
r 
m
an
ag
in
g 
ap
pl
ia
nc
e 
se
cu
ri
ty
, 
an
d 

co
ns
eq
ue
nt
ly
 li
ab
ili
ty
, h

as
 s
hi
ft
ed
 fr
om

 th
e 
us
er
 to

 th
e 
se
rv
ic
e 
pr
ov

id
er
.  

Pr
iv
ac
y 
en
ha
nc
em

en
t i
s 
pr
ov
id
ed
 b
y 
th
e 
de
vi
ce
 ta

ki
ng
 th

e 
re
sp
on
si
bi
lit
y 
to
 a
ut
om

at
ic
al
ly
 k
ee
p 
th
e 
us
er
 a
no
ny
m
ou
s 

un
le
ss
 i
ns
tru

ct
ed
 o
th
er
w
is
e,
 n
ew

 e
m
ai
l 
ad
dr
es
se
s 
be
in
g 
es
ta
bl
is
he
d 
fo
r 
ea
ch
 n
ew

 s
er
vi
ce
 s
ub
sc
rib

ed
 t
o.
 I
n 
fa
ct
 a
 

w
ho
le
 n
ew

 b
us
in
es
s 
ha
s 
sp
ru
ng
 u
p 
pr
ov
id
in
g 
te
m
pl
at
es
 a
nd
 a
va
ta
rs
 a
llo

w
in
g 
us
er
s 
to
 b
e 
w
ha
te
ve
r t
he
y 
w
an
t t
o 
be
. I
n 

co
nt
ra
st
 to
 th
e 
in
fo
rm

at
io
n-
ce
nt
ric

 a
nd
 s
er
vi
ce
-e
co
sy
st
em

 p
er
sp
ec
tiv

es
, i
nd
iv
id
ua
ls
 n
ow

 le
av
e 
fa
r l
es
s 
of
 a
 d
ig
ita
l t
ra
il 

an
d 
it 
is
 s
er
vi
ce
 p
ro
vi
de
rs
 t
ha
t 
ha
ve
 l
itt
le
 c
on
fid

en
ce
 i
n 
th
e 
ac
cu
ra
cy
 o
f 
th
e 
in
fo
rm

at
io
n 
th
ey
 r
ec
ei
ve
. 
G
en
ui
ne
 

in
fo
rm

at
io
n 
is
 s
om

et
hi
ng
 th
at
 u
se
rs
 re
ve
al
 o
nl
y 
to
 s
er
vi
ce
 p
ro
vi
de
rs
 th
at
 h
av
e 
ea
rn
ed
 th
ei
r t
ru
st
. 

B
us
in
es
se
s 
no
 l
on
ge
r 
bu
y 
cl
ie
nt
s 
re
ly
in
g 
on
 t
he
ir 
em

pl
oy
ee
s 
to
 g
iv
e 
up
 c
on
tro

l 
of
 a
 v
irt
ua
l 
bu
si
ne
ss
 “
de
sk
to
p”
 t
o 

co
rp
or
at
e 
IT
. A

nd
 th

e 
fle

xi
bi
lit
y 
to
 c
re
at
e 
ne
w
 v
irt
ua
l a

pp
lia
nc
es
 a
llo

w
s 
bu
si
ne
ss
es
 th

e 
sa
m
e 
sa
fe
ty
 th

at
 c
on
su
m
er
s 

en
jo
y 
to
 tr
y 
ne
w
 s
er
vi
ce
 o
ff
er
in
gs
 w
ith

ou
t p

ut
tin

g 
w
ha
t t
he
y 
al
re
ad
y 
ha
ve
 a
t r
is
k.
 

Fe
de
ra
tio

n 
of
 v

irt
ua
l 
ap
pl
ia
nc
es
 a
cr
os
s 
m
ul
tip

le
 d

ev
ic
es
 a
llo

w
s 
in
di
vi
du
al
s 
se
am

le
ss
 a
cc
es
s 
to
 s
er
vi
ce
s.
 T

hi
s 

fe
de
ra
tio

n 
al
so
 a
llo

w
s 
in
fo
rm

at
io
n 
sh
ar
in
g 
ac
ro
ss
 fa
m
ili
es
, e
xt
en
de
d 
fa
m
ili
es
, c
om

m
un
iti
es
 s
m
al
l a
nd
 la
rg
e,
 a
nd
 e
ve
n 

na
tio

n 
st
at
es
; s
oc
ia
l n
et
w
or
ki
ng
 h
as
 ta
ke
n 
ad
va
nt
ag
e 
of
 th
is
 a
bi
lit
y 
to
 fo

rm
 a
gi
le
, l
ig
ht
 w
ei
gh
t c
lo
se
d 
co
m
m
un
iti
es
. 

T
ru
st
 
se
cu
ri
ty
 
an
d 
pr
iv
ac
y 
is
su
es
 

ac
ro
ss
 d
om
ai
ns
 in
cl
ud
e:
 

V
irt
ua
lis
at
io
n 

to
 
pr
ov
id
e 

se
pa
ra
tio

n 
of
 

co
nc
er
ns
, 

an
d 

tru
st
ed
 

co
m
pu
tin

g 
te
ch
no
lo
gi
es
 to

 p
ro
vi
de
 r
em

ot
e 
at
te
st
at
io
n 

an
d 

gu
ar
an
te
es
, 
al
lo
w
 
m
ul
tip

le
 
vi
rtu

al
 

ap
pl
ia
nc
es
 
to
 
sa
fe
ly
 
co
ex
is
t 

in
 
on
e 

ph
ys
ic
al
 fo

rm
 fa
ct
or
.  

Pr
iv
ac
y 
en
ha
nc
em

en
t 
is
 p
ro
vi
de
d 
by
 t
he
 

de
vi
ce
 

ta
ki
ng
 

th
e 

re
sp
on
si
bi
lit
y 

to
 

au
to
m
at
ic
al
ly
 k

ee
p 

th
e 
us
er
 a
no
ny
m
ou
s 

un
le
ss
 in
st
ru
ct
ed
 o
th
er
w
is
e.
 

G
en
ui
ne
 
in
fo
rm

at
io
n 

is
 
so
m
et
hi
ng
 
th
at
 

us
er
s 
re
ve
al
 o
nl
y 
to
 s
er
vi
ce
 p
ro
vi
de
rs
 th

at
 

ha
ve
 e
ar
ne
d 
th
ei
r t
ru
st
.  

 
Fe

de
ra
tin

g 
ac
ro
ss
 
m
ul
tip

le
 
de
vi
ce
s 

al
lo
w
s 
in
di
vi
du

al
s 
se
am

le
ss
 
ac
ce
ss
 
to
 

se
rv
ic
es
. 

In
fo
rm

at
io
n 

sh
ar
in
g 

ac
ro
ss
 

fa
m
ili
es
, 

ex
te
nd

ed
 

fa
m
ili
es
, 

co
m
m
un

iti
es
 s
m
al
l 
an
d 
la
rg
e,
 a
nd

 e
ve
n 

na
tio

n 
st
at
es
; 

so
ci
al
 
ne
tw

or
ki
ng

 
ha
s 

ta
ke
n 
ad
va
nt
ag
e 
of
 t
hi
s 
ab
ili
ty
 t
o 
fo
rm

 
ag
ile

, l
ig
ht
 w
ei
gh

t c
lo
se
d 
co
m
m
un

iti
es
. 

   



  

F
IA

 P
ra

g
u

e 
T

ru
st

 a
n

d
 Id

en
ti

ty
 S

es
si

o
n

s 
S

u
m

m
ar

y 
re

p
o

rt
 

 
9
/
9
 

 

5.
 T
hr
ea
t c
en
tr
ic
 p
er
sp
ec
tiv
e 
S
ce
na
ri
o
: i
n
co
rp
or
at
es
 B
U
S
-IN
C
 a
n
d 
C
IT
-IN
C
 

 

  

S
ce

n
ar

io
 D

es
cr

ip
tio

n 
F

u
n

ct
io

n
al

 D
es

cr
ip

tio
n 

 
B
y 
20

15
, 
ou

r 
to
ta
l 
de
pe
nd

en
ce
 o
n 
IC
T
 h
as
 m

ad
e 
th
e 
on
lin

e 
w
or
ld
 t
he
 n
um

be
r 
on

e 
ar
ea
 o
f 
ac
tiv

ity
 f
or
 

or
ga
ni
se
d 
cr
im

e,
 s
ta
te
 s
po

ns
or
ed
 e
sp
io
na
ge
 a
nd
 a
ct
iv
is
t g

ro
up

s.
 

M
an
y 
ac
tiv

is
t g

ro
up
s 
ha
ve
 m

ov
ed
 b
ey
on
d 
th
e 
w
or
ld
 o
f 
bl
og
s 
an
d 
vi
ra
l m

ar
ke
tin

g 
to
 a
ct
iv
iti
es
 th

ey
 r
eg
ar
d 
as
 

on
lin

e 
ci
vi
l d

is
ob
ed
ie
nc
e 
bu
t o

th
er
s 
re
ga
rd
 a
s 
cy
be
r-
te
rr
or
is
m
. U

ni
on
s 
no
 lo

ng
er
 p
ic
ke
t p

hy
si
ca
lly
 b
ut
 r
el
y 
on
 

ne
w
 s
oc
ia
l 
ne
tw
or
ki
ng
 t
ec
hn
ol
og
ie
s 
an
d 
fo
rm

s 
of
 o
nl
in
e 
ad
ve
rti
si
ng
 t
o 
re
ac
h 
m
uc
h 
gr
ea
te
r 
an
d 
ta
rg
et
ed
 

au
di
en
ce
s.
 E

ac
h 
of
 t
he
 o
th
er
 p
er
sp
ec
tiv

es
 a
bo
ve
 a
ls
o 
al
lo
w
s 
fo
r 
ex
tre

m
es
 o
f 
be
ha
vi
ou
r 
th
at
 m

an
y 
fin

d 
un
ac
ce
pt
ab
le
. C

iti
ze
ns
 a
re
 d
iv
id
ed
 in

 th
ei
r 
vi
ew

s,
 w

ith
 m

an
y 
in
di
vi
du
al
s 
fe
el
in
g 
a 
m
ix
 o
f 
be
in
g 
lib

er
at
ed
 a
nd
 

th
re
at
en
ed
. 

T
ec
hn
ol
og
ie
s 
to
 p
ro
te
ct
 c
iti
ze
ns
 a
nd
 b
us
in
es
se
s,
 to

ge
th
er
 w
ith

 th
e 
co
m
pl
ex
iti
es
 a
nd
 c
ro
ss
 b
or
de
r 
na
tu
re
 o
f 
th
e 

Fu
tu
re
 I
nt
er
ne
t, 
m
ak
e 
it 
ea
sy
 f
or
 c
rim

in
al
s 
to
 h
id
e 
th
ei
r 
ac
tiv

iti
es
. 
M
os
t 
ci
tiz
en
s 
ha
ve
 b
ec
om

e 
in
cr
ea
si
ng
ly
 

fr
ig
ht
en
ed
 b
y 
cy
be
r-
cr
im

e 
an
d 
pe
rh
ap
s 
th
e 
gr
ea
te
st
 th

re
at
 to

 th
e 
Fu

tu
re
 I
nt
er
ne
t h

as
 b
ec
om

e 
th
e 
po
ss
ib
ili
ty
 o
f 

po
lit
ic
ia
ns
 s
ee
ki
ng
 to

 r
e-
es
ta
bl
is
h 
sa
fe
r 
pa
rti
ci
pa
tio

n 
by
 o
ve
r 
re
gu
la
tio

n 
an
d 
co
nt
ro
l. 
B
ut
 p
ol
iti
ci
an
s 
ha
ve
 a
ls
o 

be
co
m
e 
aw

ar
e 
th
at
 m

an
y 
of
 th

e 
m
ea
su
re
s 
th
at
 s
om

e 
w
ou
ld
 li
ke
 to

 s
ee
 a
re
 p
ot
en
tia
lly
 d
ou
bl
e 
ed
ge
d.
 D
em

an
ds
 

th
at
 a
ll 
ne
w
 s
of
tw
ar
e 
sh
ou
ld
 b
e 
pr
od
uc
ed
 to
 h
ig
h 
le
ve
ls
 o
f s
ec
ur
ity
 a
nd
 p
riv

ac
y 
en
gi
ne
er
in
g 
th
re
at
en
 to
 s
lo
w
 th
e 

in
tro

du
ct
io
n 

of
 n

ew
 s
er
vi
ce
s 
or
 m

ak
e 
th
em

 u
ne
co
no
m
ic
 i
n 

co
m
pa
ris
on
 t
o 

ch
ea
pe
r 
se
rv
ic
es
 f
ro
m
 o

th
er
 

co
un
tri
es
. D

em
an
ds
 f
or
 to

ug
he
r 
pe
na
lti
es
 o
n 
ha
ck
er
s 
an
d 
de
m
an
ds
 th

at
 u
ni
ve
rs
iti
es
 s
ho
ul
d 
be
 p
re
ve
nt
ed
 f
ro
m
 

te
ac
hi
ng
 h
ac
ki
ng
 s
ki
lls
, 
pa
rti
cu
la
rly

 w
he
n 
ot
he
r 
na
tio

n 
st
at
es
 a
ct
iv
el
y 
tra

in
 t
he
ir 
st
ud
en
ts
, 
co
ul
d 
m
ea
n 
th
at
 

E
ur
op
e 
do
es
n’
t h
av
e 
th
e 
sk
ill
s 
ba
se
 n
ec
es
sa
ry
 in
 c
op
in
g 
w
ith

 a
 fu

tu
re
 c
yb
er
-w

ar
. 

N
ew

 t
ec
hn
ol
og
ie
s 
co
nt
in
ue
 to

 b
e 
cr
ea
te
d 
an
d 
us
ed
, o

ld
 t
ec
hn
ol
og
ie
s 
ar
e 
be
in
g 
us
ed
 i
n 
ne
w
 w

ay
s,
 c
om

bi
ne
d 

w
ith

 t
he
 t
al
en
t 
av
ai
la
bl
e 
to
 o
rg
an
is
ed
 c
rim

e,
 b
y 
20
15
 n
ew

 v
ul
ne
ra
bi
lit
ie
s 
ar
e 
be
in
g 
di
sc
ov
er
ed
, 
ex
pl
oi
te
d,
 

bo
ug
ht
, 
so
ld
 a
nd
 u
se
d 
at
 a
 r
at
e 
th
at
 p
ol
ic
e 
fo
rc
es
 a
nd
 i
nt
el
lig

en
ce
 a
ge
nc
ie
s 
st
ru
gg
le
 t
o 
ke
ep
 u
p 
w
ith

. 
M
an
y 

co
un
tri
es
 h
av
e 
al
l b
ut
 g
iv
en
 u
p 
try

in
g.
 

T
ru
st
 
se
cu
ri
ty
 
an
d 
pr
iv
ac
y 
is
su
es
 

ac
ro
ss
 d
om
ai
ns
 in
cl
ud
e:
 

 Fu
tu
re
-p
ro
of
in
g 

ag
ai
ns
t 
kn

ow
n 

an
d 

cu
rr
en
tly

 
un

kn
ow

n 
th
re
at
s 

an
d 

vu
ln
er
ab
ili
tie

s,
 

as
se
ss
in
g 

an
d 

m
an
ag
in
g 

ri
sk
s,
 

as
se
ss
in
g 

an
d 

m
an
ag
in
g 
lia
bi
lit
ie
s,
 a
cc
ou

nt
ab
ili
ty
 f
or
 

ac
tio

ns
 a
nd

 d
ec
is
io
ns
 t
ha
t 
ar
e 
un

de
r 

ob
lig

at
io
ns
, 

m
an
ag
in
g 

in
fo
rm

at
io
n 

ri
gh

ts
, 

m
an
ag
in
g 

ov
er
si
gh

t 
an
d 

co
nt
ro
l, 

in
cl
ud

in
g 

at
 
a 

st
at
e 

le
ve
l, 

se
cu
ri
ty
-a
w
ar
e 

la
ng

ua
ge
s,
 
au
to
m
at
ed
 

se
cu
ri
ty
 c
on

fi
gu

ra
tio

n 
dr
iv
en
 b
y 
en
d-

us
er
’s
 n
ee
ds
, 

ev
ol
ut
io
na
ry
 

an
d 

pr
ed
ic
tiv

e 
th
re
at
 

m
od

el
s,
 

se
lf
-

or
ga
ni
si
ng

 
an
d 

se
lf
-h
ea
lin

g 
se
cu
ri
ty
 

m
ec
ha
ni
sm

s 
, …

 

 
 

   

  


	1. ICT Infrastructure Scenario: incorporates BUS-VIS and BUS-INC
	2. Service-ecosystem perspective- business moves into the cloud: incorporates BUS-INC
	3. Information perspective Scenario: incorporates BUS-INC and CIT-INC
	4. Client-centric perspective Scenario: incorporates CIT-INC
	5. Threat centric perspective Scenario: incorporates BUS-INC and CIT-INC

